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Key Management and Distribution

1. Discuss four methods which are used in distributing public keys.

2. What are the essential ingredients of a public-key directory?

3. What is a chain of certificates? What are forward and reverse certificates?

4. Consider the following:

ElGamal

� Say a message M is broken up into two blocks M1,M2 and encrypted using ElGamal

encryption. Show how knowledge of the first block M1 allows the use to computer

the block M2 if it is know that the same random integer k was used for both blocks.

� Show how to recover the long-term signing key for ElGamal signature if the signer

re-uses a secret value k.

Notice that reusing the key k for encryption is problematic as blocks of messages can be

reproduced, but for ElGamal signature it is a disaster as the private key can be found.
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